internet&sociedade 27

ARTIGO

Hacking the debate:

analyzing cases in
Brazil of invasion and
racist, sexist and Igbtqia
+ phobic attacks on
participants in virtual

events during the
COVID-19 pandemic

Thayla Bicalho Bertolozzi

Mestranda em Humanidades, Direitos
e Outras Legitimidades (USP),
internacionalista e pesquisadora
(AFRO-CEBRAP/Catedra Oscar Sala).



Hacking the debate: analyzing cases in Brazil of

invasion and racist, sexist and lgbtqia + phobic

attacks on participants in virtual events during
the COVID-19 pandemic

Keywords Abstract

This article presents an overview of attacks and
invasions of virtual events in Brazil during the
COVID-19 pandemic, based on a monitoring of
cases that occurred between April 2020 and
February 2021. Aiming to foster discussions on
human rights violations and Internet anti-de-
mocracy through racism and racial injury, Male
Chauvinism and misogyny, lgbtqia+phobia and
other means of aggression and destabilizing the
debate, a qualiquantitative content analysis of the
information described in 36 documents from col-
lected sources (institutional open letters, in news
and articles and videos from portals of affected
institutions) was carried out. The objective was
also to identify the tactics, the means and types
of attack, the most used platforms, the genres
of the most affected event and understand if the
aggressors acted in groups. It was concluded, in
general terms, that the most recurrent attacks, in
decreasing order, involved racism and/or racial in-
jury, Male Chauvinism and / or misogyny, sexual
connotation, apology for Nazism and/or neo-Na-
zism and LGBTQIA+phobia. In addition, the most
recurrent medium was the use of offensive im-
ages and / or terms, including Nazi symbols and
images; nudity, pornography and sexual content;
rape and death threats; noises and music; and pro-
voking instabilities in transmissions. Google Meet
was the most used platform, the month with the
most attacks was July 2020 and 14% of the cases
mentioned President Bolsonaro. The majority in-
volved more than one category concomitantly
(racism and/or racial injury and Male Chauvinism
and/or misogyny, for example), and 75% of the
cases involved group attacks.



Hackeando o debate: analisando casos no
Brasil de invasdo e ataques racistas, machistas
e lgbtqia+fobicos a participantes de eventos
virtuais durante a pandemia de covid-19
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Resumo

Este artigo apresenta um panorama de ataques €
invasdes a eventos virtuais, no Brasil, durante a
pandemia de covid-19, com base em um monito-
ramento de casos ocorridos entre abril de 2020 e
fevereiro de 2021. Objetivando fomentar discus-
sdes sobre violagdes de direitos humanos e anti-
democracia na Internet através de racismo e in-
juria racial, machismo e misoginia, lgbtqia+fobia
e outros meios de agressdo e de desestabilizagdo
do debate, foi realizada uma andlise de contetido
qualiquantitativa de informacdes descritas em 36
documentos de fontes coletados (notas de repu-
dio institucionais, em noticias jornalisticas e em
artigos e videos de portais das institui¢coes afeta-
das). Buscou-se identificar quais as tdticas ado-
tadas, os meios e tipos de ataque, as plataformas
mais utilizadas, os géneros de evento mais atin-
gido e compreender se os agressores agiam em
grupo. Concluiu-se, em termos gerais, que os ata-
ques mais recorrentes, em ordem decrescente, en-
volveram racismo e/ou injuria racial, machismo
e/ou misoginia, conotacdo sexual, apologia ao na-
zismo e/ou neonazismo € LGBTQIA+fobia. Além
disso, 0 meio mais recorrente foi o uso de ima-
gens e/ou termos ofensivos, incluindo simbolos e
imagens nazistas; nudez, pornografia e contetdo
sexual; ameacas de estupro e de morte; barulhos e
musicas; e provocacdo de instabilidades nas trans-
missdes. O Google Meet foi a plataforma mais
utilizada, o0 més com mais ataques foi julho de
2020 € 14% dos casos mencionavam o presidente
Bolsonaro. A maioria envolveu mais de uma ca-
tegoria concomitantemente (racismo e/ou injaria
racial e machismo e/ou misoginia, por exemplo), e
75% dos ataques foram em grupo.



1. Introduction

Throughout the covid-19 pandemic, there was
an increase of 5000% in hate crimes, child por-
nography and neo-Nazism in the main social
networks (Facebook, Twitter and Instagram,
in addition to some anonymous user chats,
channels and forums), according to a study
by SaferNet Brasil, which had its results re-
published by Intercept in August 2020 (Dias,
2020). The analysis, which used data from
the National Crime Reporting Center, covered
cases received in 2019 and 2020, comparing
the situations in the two years, especially con-
sidering that, in 2020, the pandemic, circula-
tion restrictions and other measures in favor of
social isolation had started in Brazil.

However, little research and news has been
carried out to identify, with greater precision,
how hate crimes and other related illicit acts
have occurred on platforms for streaming vir-
tual events, whether academic, electoral or en-
tertainment. Even news portals have identified
that attacks in these categories have occurred
frequently throughout the pandemic (Universa,
2020; Folha, 2020; Godoy, 2020; Casaletti, 2020;
Moura, 2020).

In order to fill this gap in productions aimed
at a careful analysis of these attack tactics, a
monitoring of institutional open letters, jour-
nalistic news, articles and videos on portals of
the affected institutions was prepared for the
writing of this scientific article on cases of ag-
gression, hate speech and methods of desta-
bilizing the debate, with each situation being
allocated to one of the categories created (rac-
ism and / or racial injury; Male Chauvinism
and / or misogyny; sexual connotation; apology
for Nazism and / or neo-Nazism; and LGBTQIA
+ phobia), as will be described in section 2
(Methodology) below.

However, the collection and analysis of these
secondary sources alone does not provide

sufficient elements for a more complete obser-
vation of the whole issue and how the scenario
has worsened. To complement the study, it was
also necessary to find out what other authors
have already been writing about security and
human rights on the internet during the pan-
demic, as presented in section 3 (“Pandemic
and internet: the scenario”).

A continuation of this literature review also
allowed the introduction of already existing
concepts about the methods of aggression and
invasions to such virtual seminars - such as the
term “Zoombombing”, which was better de-
scribed in section 4 (“Invasions and / or attacks:
identifying strategies to destabilize the debate ).

As for the data actually collected in the mon-
itoring, all started to be worked on in section
5 (“How were the attacks?”), which, as the title
already says, aimed to outline, through the
categories created and the analyzed sources, a
panorama of which were the most used meth-
ods, and if the aggressors acted in groups or in
isolation, in individual attacks.

In section 6 (“What type of occurrence is the
most common in the attacks analyzed?”), the
results of categorizing and counting the fre-
quency of cases by gender of attack were pre-
sented - such as racism and / or racial injury,
LGBTQIA + phobia and other types highlighted
in the Methodology section. However, it was
also necessary to resort, again, to the literature
review to understand the ways and the reasons
for different categories to intersect with others:
here, the concept of “intersectionality” elabo-
rated by Kimberlé Crenshaw (1989) was used
in her paper “Demarginalizing the Intersection
of Race and Sex: A Black Feminist Critique of
Antidiscrimination Doctrine, Feminist Theory
and Antiracist Politics”, published by the Legal
Forum of the University of Chicago.

In that paper, the analysis of the situation
of black women, especially Americans, led
the author to an observation that the violence
and inequalities to which these women are



subjected are related not only to their race /
color, but also to their gender, class, ethnicity
and other possible variables (Crenshaw, 1989).
In a similar and complementary way, another
Afro-American scientist, Patricia Hills Collins
(2000), understands that the cultural patterns
of oppression, while structural aspects, also in-
tersect and are related to each other.

These authors were recovered in this article
and in section 6 because they help to under-
stand why, according to the results that will be
presented in that section and in its subsections,
cases of invasions and attacks during virtual
events often refer to situations of “racism and /
or racial insult ”(spelled out here in quotation
marks, as it was a category created for codifica-
tion) and “Male Chauvinism and / or misogyny
”(in quotation marks for the same reason) at the
same time, for example - causing black women
to be hit twice, as well as black LGBTQIA +
women. It is worth mentioning, here, just as
an example, a case that emerged during the
finalization of the writing of this article and
that, given the time frame of case collection
that occurred until February 2021, it was not
possible to include it in the monitoring, but it
is worth mentioning: according to an article
published by Portal Uol (Lopes, 2021), the vet-
erinarian Talita Santos suffered a racist attack
during a virtual lecture. She was returning to a
study group at Unesp in Botucatu, when a user
opened his microphone to curse and transmit
a lot of loud noises. Shortly thereafter, the sci-
entist was informed that a “collective invasion”
was taking place, with other users broadcasting
their screens and projecting sounds and im-
ages of primates and the current President of
the Republic, Jair Bolsonaro.

In section 7 (“Where?”), the results of which
types of events had the greatest number of
cases will be displayed, as well as which plat-
forms and software are most used for trans-
mission. Section 8 presents which sources
mention who were the most specific targets,

in addition to all the other participants - uni-
versity professors, congressmen/ congress-
women, players, electoral candidates and oth-
ers. In section 9 (“When?”), in turn, graphs will
be shown reflecting the periods with the most
cases collected, within the time frame used.
And, in section 10 (“Inside the sources”), the
documents used as sources will be addressed,
in order to understand whether the amount
of disapproval notes from the institutions pro-
moting the events was equal to or greater than
the amount of journalistic news found, seek-
ing, in addition to complementing the topics
covered in the Methodology section, to identify
how the debate has emerged in civil society
and which mechanisms and spaces for reaction
have been adopted.

Finally, in the Final Considerations, all the
central results will be presented, mainly an-
swering the questions that this article aims
to answer and that is present, as described,
in each section and subsection - how, which,
where, against whom and when such attacks
and invasions occurred?

2. Methodology

For this article, mostly qualitative methodol-
ogies were used, although the content analy-
sis employed is qualitative and quantitative be-
cause it considers, in addition to the categories
and codifications created to observe the quali-
tative data, the frequency or the number of ap-
pearances of each of them, allowing the gen-
eration of graphs with percentages and gross
numbers of cases by type.

In addition to the bibliographic review,
mainly qualitative data were also collected up
to February 2021 - news in the media, open let-
ters and articles on portals of host institutions
that had cases of invasion and / or racist, sex-
ist, Igbtqia + phobic and other related attacks



to the participants of lives, online classes and
virtual congresses. In total, 36 cases were iden-
tified, with 28 documents (news, notes etc.), al-
ways prioritizing the collection initially of in-
stitutional open letters and, in their absence,
journalistic articles on the subject and, finally,
articles or videos on portals, and news reports
from the affected institutions, respecting the
limit of only one document per case, since the
objective was not to understand how the same
case was reflected in different sources, but to
collect qualitative information about each case.

In order to have access to this data, Google
alerts (Google Alerts) and searches in the same
search engine were elaborated with the fol-
lowing keywords, in Portuguese, usually asso-
ciated: “open letter”, “online class”, “racism”,
“Male Chauvinism”, “Misogyny”, “homophobia”,
“LGBT”, “invasions”, “attacks”, “live”, “meeting”,
“congresses”, “academic congresses”. The links
found were allocated to a spreadsheet with in-
stitution, month and year of occurrence, and
the PDF documents from the links were also
stored for analysis in the Atlas.ti software.

Both in the spreadsheet and in the indicated
software, categories were created to list each
available case in a link (in some situations, the
same open letter, news or article refers to more
than one case, and each was categorized sepa-
rately, preserving it if only its common source)
to one (or more) type (s) of attacks and / or in-
vasions occurring involving: 1. racism and / or
racial injury; 2. Male Chauvinism and / or mi-
sogyny; 3. Nazism; 4. LGBTQIA + phobia; 5. sex-
ual connotation.

Therefore, the variables used were the lo-
cation (university, group etc.), the target (s),
the institution where the case occurred, the
year, the month, access link to the source
document, type of document, type (s) of oc-
currence, whether there was mention of
President Bolsonaro (Boolean or binary var-
iable, which can be set to o to indicate that
there was no mention, and 1 to indicate that

there was mention based on the search for the
word “Bolsonaro”, according to the reports in
the documents used - in the event that such
information does not exist in the sources, it
was decided to register “N / A”), platform used
for broadcasting the event (Zoom, Hangouts,
Google Meet etc.), event privacy setting (if fully
open, if it was open but depended on prior
registration or if it was restricted ), whether
the performance was in group or an individ-
ual attack and the method (s) of attack (such
as the transmission of noise and music, offen-
sive language, etc., as will be described in the
following paragraphs). The categories created
for each variable are indicated in the follow-
ing table:
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VARIABLE

Place/Event Type

CATEGORY 01

Academic Event

CAT. 02

Electoral
Streaming

Game Streaming

Artistic Streaming

CAT. 05

PP Managers
Meeting

Target(s) Academics and Political Gamers Artists PP Managers
the Public Candidates

Institution NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY

Year NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY

Month NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY NO CATEGORY

Link (Source)

NO CATEGORY

NO CATEGORY

NO CATEGORY

NO CATEGORY

NO CATEGORY

Source Type NEWS IN MEDIA /| OPEN LETTER NEWS / - -
PRESS ARTICLES ON
INSTITUTIONAL
PORTALS
Occurrence Type Racism and/or Male Chauvinism LGBTQIA+phobia = Supporting Sexual Overtone
racial injury and / or Nazism and/or
Misogyny Neonazism
Mentions 0 (NO) 1 (YES) NO DATA - -
Bolsonaro?
Platform ZOOM YOUTUBE GOOGLE MEETS  INSTAGRAM UNSPECIFIED
Privacy Settings  100% OPEN OPEN W/REGIST. PRIVATE - -
Group or indivi- = Group Attack Individual Attack NO DATA - -
dual attack?
Attack Methods | Offensive images | Nudity, porno- Threats (Rape Noises / Songs Transmission
and / or terms graphy and /or | and/or Death) instability

sexual content

[Table /|] Variables and Categories used source: prepared by the author based on her own monitoring, 2021.




To categorize a particular case in a type of
occurrence as racism and / or racial injury,
source documents were analyzed looking for
the very terms “racism”, “racist”, “racial” or
“race”, but also reading and understanding
whether the case involved racism, albeit in
other words - for example, there was an ex-
plicit mention of the racist lines of attackers,
such as “monkey”, but there was no explicit
mention of the term racism in the document.
The same method was applied to the catego-
ries Male Chauvinism and / or misogyny, look-
ing for “Male Chauvinism”, “misogyny” and
related words, and to the categories LGBTQIA
+ phobia (searching for “homophobia”, “trans-
phobia”, “lesbofobia”; “LGBTQIA +” , “LGBT”),
nazism (with the very clear terms “neo-na-
zism”, “neo-nazis”, “nazism” and “nazis”) and
sexual connotations (“nudity”, “sex”, “sexual”,
“porn”, “ pornography "and“ mutilation ”).

Furthermore, aiming to categorize the
method (s) of attack adopted, it was observed, in
the sources, whether the case descriptions in-
volved offenses, noises to interrupt the speakers,
presence of many users simultaneously, threats,
instabilities, projection of aggressive and nudity
images, as well as if the medium was an inva-
sion and / or attack. In addition, it also sought to
identify in which and how many those involved
made reference to President Jair Bolsonaro. This
was not an isolated action and it was precisely
similar to cases that appeared frequently among
those collected during this work.

Finally, the variables that not categorized
were those that did not need to create codes
since the values found in the documents are,
by themselves, sufficient to explain its content
(such as month and year of occurrence and
publication of notes, news and articles, as well
as access links).

3. Pandemic and internet:
the scenario

During the covid-19 pandemic and the result-
ing social isolation, many different types of cy-
ber-attacks began to happen with even more
intensity and frequency.

As Mouton and De Coning (2020) found,
phishing attacks (such as emails sent in the US
about alleged tax refunds that could provide fi-
nancial relief to citizens during the pandemic
but which, in fact, were a scheme to collect
bank and personal data), fake URLs (scam-
mers that redirected users to malicious web-
site addresses, usually about campaigns against
covid), fake donation sites for families in so-
cioeconomic vulnerability, misinformation
about covid-19 and other tactics have become
increasingly popular in this period.

In addition, for Khan, Brohi and Zaman
(2020), mobile applications, malicious mes-
sages on social networks, websites and do-
mains, DDoS attacks and other types of aggres-
sive media content? have also intensified and
were considered major threats to cybersecurity
in the midst of the pandemic.

However, both in Brazil and abroad, little was
said about invasions and / or attacks directed at
the lives of academics and artists - and, in par-
ticular, those that promoted debates on agen-
das considered progressive, such as anti-racism,
feminism, environmental preservation, deinsti-
tutionalization of the Military Police or criti-
cism, in some way, of the Federal Government,
as Godoy (2020) observes in an article published
by Estaddo. The author also observed how these
attacks occur, especially those that use “zoom-
bombing” (a technique that will be better ex-
plained in the following section) to destabilize
or make the debate unfeasible.



4. Invasions and / or
attacks: identifying
strategies to destabilize
the debate

4.1. Invasions

Both before and during the pandemic, inva-
sions of private online rooms, usually subject,
in the case of open events, to prior registration
to receive links and passwords, have become a
common phenomenon on the Internet.

In these cases, what happens is usually ei-
ther, in fact, an invasion attack due to cryp-
tographic breaches and a failure in the security
of the platform, or the supply of false and / or
third party data for the requested prior regis-
tration, as occurred in the case of one of the
events analyzed in the monitoring - the MaRIas
seminar, organized by the feminist collective of
the Institute of International Relations of the
University of Sao Paulo, during 2020, in which
malicious users made their registration using
data from students and professors of that insti-
tution, so that they could go “unnoticed” when
accessing and following the discussion.

The problem with these intrusions is that,
in addition to the exposure of the participants
and being a serious breach of privacy, “intru-
sive” users also tend to promote a series of at-
tacks that will be better described in the follow-
ing subsection. And, even when the conference
rooms and online events are totally open and
public, although it is more difficult to argue
for an “invasion”, what happens is the massive
presence of large groups of users who, united
in favor of destabilizing the debate, begin to
attack speakers. Increasingly common on the
Zoom platform, this type of attack was called
“Zoombombing”, favoring what researcher Sarah
Young calls a true “privacy crisis” (Young, 2020).

4.2. Attacks

Zoombombing, despite its name, is not re-
stricted to Zoom. On the contrary: it is just
a new name given to a phenomenon that is
already very old on the Internet and that
has existed for longer than the platform
mentioned, being also recurrent in virtual
events and other types of streaming such
as Youtube, Twitch, Google Meet, Hangouts,
Discord and other apps.

Among the possible attacks that can occur
within this modality, are: 1. speaking over the
speakers and / or presenters, preferably in
large groups, so that it is not possible to hear
them, or even make noises, insert music and
videos in high volume for the same purpose; 2.
turn on the camera and / or present the screen
to display pornography, nudity and other ex-
plicit images to participants; 3. offend by text
over the broadcast chat, by voice, video and /
or other types of offensive images; 4. threaten
(from death, rape, disclosure of personal data
or any other type of threat); 5. promote insta-
bilities in transmission, either through a really
invasive attack via hacking or by other means
that do not involve invasion, such as calling
many users to make the connection unstable.

Such behaviors, generally used during the
attacks studied here, are very common in three
types (concurrently or not) of users: “fakes”
(false profiles of people), “trolls” and “haters”
- the latter two, according to Kalil (2018), have
aggressive and disproportionate attitudes, in
addition to making use of jokes and offenses
to provoke the destabilization of the debate
or reproduce hatred free of charge, but hat-
ers tend to reproduce more hate speech and
have more aggressive behaviors than trolls,
whose speeches are more based on “pranks”,
“traps” or “jokes”. Still for the author, in the
2018 presidential campaigns in Brazil there was
an expressive number of users of this category
among the current president Jair Bolsonaro’s



supporters. It is worth noting, then, that, in at
least 14% of the cases observed in this article,
there was an explicit mention, by the attackers,
of the aforementioned president.

5. How were the attacks?

In the cases analyzed during the monitoring,
the use of images and / or offensive terms
during online events was the most recurrent
method , followed by nudity (own or
pornography) or sexual content, threats, noises
and instabilities in the streaming.
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As for the first category, messages related
to different types of occurrences are high-
lighted, which will be addressed in the fol-
lowing section - racism and / or racial injury,
Male Chauvinism and / or misogyny and oth-
ers. Offenses such as “THERE ARE SO MANY
POORS HERE! UGHH, BLACK PEOPLE!” - re-
ceived during the IFPR virtual seminar (Moura,
2020) -, “stop talking, you blacks” - speech
given during a meeting of the State Council
for Human Rights of Santa Catarina ( Caldas,
2020), “Preto = Macaco” - message displayed
at the IFTO seminar (IFTO, 2020) -, in addi-
tion to offensive images - such as Nazi symbols
and references displayed during an event from

Revista Africa e Africanidades
(Correio do Amanhia, 2020)
, in a meeting on anti-racist
practices promoted by Icom -
Instituto Comunitdrio Grande
Florianépolis (Senra, 2020) and
in lives of other institutions -
were extremely recurring.

In terms of “nudity, pornog-
raphy and / or sexual content”,
which appears in second place
and includes both nudity itself,
as well as pornography and sex-
ual language, the following stand

Offensive images
and / or terms

Nudity,
pornography and /
or sexual content

Threats (Rape
and/or Death)

Noises / Songs

Transmission

out: the Icom seminar, with im-
ages of a man masturbating
(Senra, 2020); the IFPR event,
with pornography and geni-
tal mutilation (Moura, 2020); a live from Ifes,
which was the target of pornographic images
and threats to participants (Sinasefe Ifes, 2020);
a NEABI seminar, which also had to deal with
the display of pornographic videos (Amorim,
2020); in addition to other events.

Threats of rape and death were also frequent.
Here, it is possible to highlight the following
cases of virtual events promoted by the follow-
ing institutions and people: IFTO (2020); Ana
Lucia Martins, elected councilor of the PT and

instability



black woman (Estaddo Content; IstoE, 2020);
a seminar for teachers and students from an
unidentified public school in Belém (O Liberal,
2020); IFPR (Moura, 2020); Ifes (Sinasefe Ifes,
2020); and UFSM (2020).

The fourth tactic (inserting music at high
volume or making noise to destabilize the de-
bate or prevent speakers from being heard) is a
relatively common strategy in cases of zoom-
bombing, as presented in the previous section.
In the cases analyzed, although it was one of
the least recurring means, this mode of attack
reached lives and hindered the oral presenta-
tion of an event promoted by Unicamp (2020)
- while the speakers were talking, several users
simultaneously opened their microphones and
spoke over them - , from a meeting promoted
by the Gender and International Relations
Study Group of IRI / USP (MARIAS, 2020) -
with screams and loud music -, from an Ifes
event already mentioned (Sinasefe Ifes, 2020),
from a seminar promoted by UNB Institute of
International Relations (Estaddao Content; Carta
Capital, 2020) and many other virtual events.

In the last position, there is the least used
method and the one that perhaps requires
more technical knowledge to cause problems:
the provocation of instabilities in the trans-
mission of events. Unless the platform used
does not support or optimize a large number
of users connected simultaneously, the only
means of causing instability in streaming, and
not just in the debate, depend on a more spe-
cialized knowledge about invasion techniques,
repetition attacks and other related means. The
few cases in which this category was mentioned
were the artistic lives of singer Teresa Cristina
(O Globo; Yahoo, 2020) and actress Maria Zilda
Bethlem (Casaletti, 2020). The live situation pro-
moted by Ineac (Estaddo Content; Carta Capital,
2020) which, although it did not necessarily
imply instability, was also allocated to this cate-
gory due to the massive amount of “dislikes” at-
tributed to the transmission on Youtube and to

the attempts, by the management of the event,
of interrupting and resuming the recording so
that the attackers stopped, which had no effect
and ended up generating instabilities and inter-
ruptions for those who were watching.
Additionally, it is also worth noting that, as
shown in below, most of the attacks,
among those that the documents (sources) pro-
vided information about, were carried out in
groups, and not with just one user acting in
isolation. This is extremely important informa-
tion, because understanding how these users
act is also understanding how to prevent in-
vasions and aggressions, especially when it is
possible to perceive, depending on the plat-
form used, when many users are entering a
transmission at the same time. In addition, it
is possible to inquire about the other platforms
that these groups use to communicate, inte-
grate and plan attacks together - anonymous
user chats and forums, Discord, Twitch and
WhatsApp might be some options, although it
is not possible to verify this in this study.
Finally, it is essential to mention that, for
hate speech researchers on the Internet, dif-
ferent types of users with different strategies
and motivations exist and there is no single
answer for what would be the profile of in-
dividuals who practice such actions. In an
analysis of Islamophobia cases, especially on
Twitter, Awan (2014) identified at least 8 clas-
sifications that were later redeemed - during
the pandemic, including - by Rudnicki and
Steiger (2020: 14): 1. “travelers” - those who
visit Twitter specifically to harass Muslims; 2.
“apprentices” - new users who are guided by
more experienced attackers; 3. “disseminators”
- those who share and spread Islamophobic
memes and images; 4. “impersonators” - fake
accounts and profiles made just to spread ha-
tred; 5. “accessories” - people who join the con-
versations of other people and groups to target
specific targets, especially vulnerable individu-
als; 6. “reactives” - people who start practicing



hate speech online after a major violent inci-
dent, such as a terrorist attack; 7. “movers” -
users who are frequently banned and need to
migrate from account to account to continue
attacking; 8. “professionals” - individuals with
a large number of followers and who initiate
campaigns against Muslims.



6. What type of
occurrence was the most
common amongst the
attacks analyzed?

In the cases analyzed, as shown in

below, the category “racism and / or racial in-
jury” stood out, with 28 occurrences (in 36
cases collected) related to the theme, especially
against black people (in 27 of the 28 occurrences
and, in one of these, with an attack also directed
at indigenous people). In a last case of racial in-
jury, there were attacks exclusively against yel-
low Asian people. Subsection 6.1 seeks to pres-
ent the intersectionality of the themes of this
type of category (Graph 4) and the correspond-
ing literature review on the subject.

The second most frequent occurrence was
“Male Chauvinism and / or misogyny”, pres-
ent in 14 of the 36 cases collected, as shown
in Graph 3 above. In subsection 6.2, we seek
to understand how such attacks have been in-
creasingly recurrent in the networks, espe-
cially during election campaigns and against
female candidates. In addition, another graph
(5) shown in the subsection shows how the in-
tersectionality of cases occurs - for example: in
12 of the 14 total (approximately 86% of them),
this category was associated with at least cases
of “racism and/or racial injury”, of the first
type of occurrence covered in this section.

Occurrences involving the category “sexual
connotation” were present in 13 of the 36 cases,
occupying the third place in terms of frequency,
according to the same chart above. As discussed
in Graph 6 and in subsection 6.3. then, in most

cases (8), such behaviors were
directed at black people. In 5
cases, they were directed at
women. In 4 situations, this
category was associated with
cases of Nazi and / or neo-
Nazi attacks. And in one case,
this was targeted at LGBTQIA
+ people. It should be noted
that these numbers, added
together, exceed 13 cases cat-
egorized in this way, as this
type of occurrence was usu-
ally present in cases involv-
ing Male Chauvinism and / or
misogyny, racism and / or ra-
cial injury, at the same time.
However, it is also important
to note that in 3 cases this
type of occurrence occurred
alone, without any associa-
tion with racist, misogynistic, Nazi or LGBTQIA
+ phobic attacks, being, at the same time, the
means of destabilizing the debate (addressed in
section 5, in the category “nudity, pornography



and / or sexual content”) and the type of occur-
rence (addressed in this section 6 by the code
“sexual connotation”).

In the penultimate position are the cases of
“Nazism and / or neo-Nazism”, in which 7 sit-
uations involved this category, as shown in the
same Graph 3 above. In subsection 6.4. next
(and in Graph 7), it was noticed that in 5 cases
there was the concomitant use of attacks that
are in the “sexual connotation” category. In 4 of
them, there was also mention of the category
“racism and / or racial injury”. And in two, ¢
Male Chauvinism and / or misogyny” was also
present. Only in one case of Nazism and / or
neo-Nazism, related images were presented,
without any type of attack directly associated
with the other types, and only in one case was
there a direct attack on LGBTQIA + people.

Finally, there are the events categorized as
“LGBTQIA + phobia” (Graph 3),
which total 4 related cases. As
shown in Graph 8 and in sub-
section 6.5. then, half (2) of them
was associated with the category 75
“Male Chauvinism and / or misog- 20
yny”, and the other half (2) was
associated with the category “rac-
ism and / or racial injury”. One
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above. Next, in the subsections on each topic,
the graphs corresponding to the categories of
type of occurrence created will be presented,
and it will be possible to associate such alarm-
ing results with the existing scientific litera-
ture on the subject.

6.1. Racism and
/ or racial injury

From Graph 3 above and below, it is
possible to see that racism and / or racial injury
was the most frequent category among those
created for the analysis of cases, and that the
intersectionality of this theme with the others,
specially Male Chauvinism and / or misogyny,
was also recurrent.

of them also involved the use of 5
the “sexual connotation” type of 0
occurrence.

What these data reveal is that
there is a clear intersectional-
ity (Crenshaw, 1989) between
the types of occurrences: almost
never, the category “Nazism and
/ or neo-Nazism”, for exam-
ple, appeared alone, isolated from the others.
Especially because the ideology itself already
presupposes an attack on the other vulnerable
groups addressed here, especially directed at
black people. And this is not only true for the
category “Nazism and / or neo-Nazism”, but
also for all the others, as demonstrated just

+ Sexual Overtone

Racism and / or racial injury

Racism/racial injury only @) + Male Chauvinism and/or misogyny

+ Supporting Nazism and/or Neonazism @) +LGBTQIA+phobia



According to Keum and Miller (2018), several
factors can influence these and other racist be-
haviors and expressions on the Internet, such
as online disinhibition, anonymity, de-individ-
ualization, prejudice rooted within
groups, as well as their polariza-
tion, harmful attitudes external to
the group and stereotyping. In ad-
dition, as Suler had already demon-
strated (2004), this virtual disinhi-
bition also leads to other forms of
anger, toxic attacks and threats that,
in theory, would be less present in
life outside the Internet.

However, when talking about
racism and racial injury today, and
even about other topics mentioned
in the following subsections, it can
no longer be said with such con-
viction that these behaviors are less
present in offline life. What hap-
pens, in fact, is that such attitudes
can be more veiled outside the networks, but
even this is not entirely true in the face of cases
of constant violations derived from institutional
and structural racism that, in Brazil, affect
mainly black people both in access to the health
system, such as education, basic sanitation, pol-
itics and other sectors (Lima et al, 2020).

6.2. Male
chauvinism and/
or misogyny

Graph 3 indicates that the category “Male
Chauvinism and / or misogyny” was the second
most recurrent in the cases analyzed, while

above reveals that it was strongly as-
sociated with other themes, especially racism
and / or racial injury.

According to Ging and Siapera (2018: 520),
this type of online attack allows women to stop
expressing their opinions on the networks on
certain topics - and, about this, the authors
refer to a study by Amnesty International, pub-
lished in 2017, about 32% of the women partic-
ipating in the research have experienced this
(Amnesty, 2017).

And this was not a dated phenomenon: also
in 2020, during Brazilian municipal electoral



campaigns, hate speeches against female can-
didates were so frequent that they inspired in-
itiatives such as MonitorA, pro-
moted by InternetLab itself and
by the AzMina Institute, through
the project Recognize, Resist and
Remedy, in partnership with
IT for Change and funded by
the International Development
Research Center (InternetLab,
2020). The intention was pre-
cisely to collect and analyze re-
lated cases on social networks.

What the present article is
able to demonstrate, through the
graphics displayed and the moni-
toring carried out, is that, in fact,
women were much more exposed
to these types of attacks, and that
two of the cases collected (but
that certainly were not the only
ones in the total number of existing com-
plaints, however they were those that the sur-
vey was able to collect with the parameters
used) involved aggression against female and
black candidates during lives promoted in elec-
toral campaigns: Renata Souza, from PSOL (iG
Ultimo Segundo, 2020), and Ana Lucia Martins,
from PT (Estadio Content; IstoE, 2020), the
Worker’s Party in Brazil. This finding further
reinforces Crenshaw’s (1989) arguments about
intersectionality and dilemmas arising from
different variables (race / color, ethnicity, gen-
der, class...) when it comes to the experience of
black women in all spheres.

6.3. Sexual
overtones

In this category, all cases involving sexual con-
notation were allocated, whether the victims
were women, black people, LGBTQIA + or be-
longing to any other social group. In addition
to being the third code with the highest num-
ber of results in relation to the types of attacks
(see Graph 3), a similar code was also created in
terms of attack methods, in section 5, in which
this was the second means of destabilizing the
debate and attack the speakers and the public.
As above reveals, it is also possible to
see that this category has been recurrently as-
sociated with racism and / or racial injury.

An article published in The Guardian in April
2020 (Batty, 2020) indicated that, in the United
States, “Zoombombing” attacks using the pro-
jection of “extreme” pornography during sem-
inars and virtual classes became increasingly



common. Considering that April was still the
beginning of the pandemic, even in the USA,
this data is even more alarming, as it reveals
that this has been a concern since the begin-
ning of emergency remote education and digi-
tal alternatives for face-to-face events.

6.4. Apology to
Nazism and / or
neo-Nazism

Meeting and complementing the aforemen-
tioned study by the organization SaferNet Brasil,
with results republished by Intercept (Dias,
2020), the data obtained by the monitoring that
originated this article also reveals, as shown
in Graph 3, that Supporting Nazism and / or
neo-Nazism in the Internet has been a recurring

crime and has increased not only on the plat-
forms that SaferNet Brasil’s analysis with data
from the National Crime Reporting Center has
revealed (Instagram, Facebook, Twitter, anony-
mous user channels and forums, etc.), but also
on the virtual events analyzed here, transmitted
via Youtube, Hangouts, Google Meet, Zoom etc.
above provides even more details,
and with it is possible to see that this cate-
gory was often associated with sexual over-
tone and racism and / or racial injury. Such
information proves to be especially impor-
tant because, in general, speeches related to
Nazism and neo-Nazism tend
to affect various social minority
groups, configuring itself as a se-
ries of violations of several human
rights at the same time, including
many that were not found explic-
itly in the analyzed documents
and that, therefore, were not cat-
egorized, but that can happen on
the Internet as a result of support-
ing these “ideals”: empowerment
and discrimination against people
with disabilities, xenophobia, reli-
gious of certain congregations and
many other themes, commonly in
a concomitant way.
A recent article published by
Deutsche Welle (Schuster, 2021),
still in February 2021, reveals that the covid-19
pandemic, the social isolation and the remote
education resulting from it have made it easier
for teenagers to become easier targets for ex-
tremist groups, including Nazis and neo-Nazis,
an evidence that is also shared as an opinion by
many teachers of these young people.



6.5. LGBTQIA
+ phobia

Finally, as shown in Graph 3, the LGBTQIA +
phobia category was responsible for the small-
est number of cases, among those collected and
coded in the monitoring. However, it also has
intersectional characteristics, having appeared
frequently in situations involving racism and /
or racial injury and male chauvinism and / or
misogyny, as indicated by above.

It is important to note that, as a study by the
University of Colorado demonstrated with re-
sults republished by UOL’s Tilt portal (Alves,
2021), algorithms tend to make more mistakes
and injustices not only with black people, but
also with trans people. In addition, an article
published by Coding Rights (Guedes, 2021), in
Brazil, also identified something similar when
it comes to facial recognition and its intersec-
tions between gender, race and territory. It is
certain, therefore, that many technological

tools, programmed by humans, tend to repro-
duce inequalities and prejudices.

However, when talking about
attacks and invasions that were
actually caused by humans in
digital media, it is possible to
be even more sure about how
exposed trans people are on the
Internet. And not just them:
lesbians, gays, queers and all
other LGBTQIA + minorities
also end up being affected by
speeches that, like those found
in the analyzed documents, re-
inforce stereotypes and aggres-
sions of the type. Three out of
the four events that had such
occurrences dealt, at the time
of transmission, with the situa-
tion of trans women, including

participants who were transsexuals. Another
event, with black intellectuals, suffered attacks
of a homophobic and racist nature, again reit-
erating how hardly such categories are found
in isolation.

7. Where?

As can be seen in below, the highest
percentage of cases analyzed (77.78%) occurred
within the scope of virtual academic and scien-
tific events, such as congresses, seminars, sym-
posia, debates, meetings, workshops, lectures
and the like, generally open to the public (with
or without prior registration, link and pass-
word made available, and in some of them, the
receipt of this data for access depended on the
confirmation of your registration).

Lives and other means of virtual presenta-
tions promoted by artists and presenters made
up the second place among the types of most
frequent events in the observed cases. Among



them, we highlight the attacks (offensive and /
or aimed at promoting the instability of broad-
casts) directed at singers Ludmilla (Folha, 2020)
and Teresa Cristina (Casaletti, 2020), at the doc-
tor, influencer and winner of the last edition
of the relaty show Big Brother Brasil Thelma
Assis (Universa, 2020) and actress Maria Zilda
Bethlem (Casaletti, 2020), all women and who,
except the last, are also black.

What the graph above also reveals is that
the electoral lives (promoted by candidates),
although not very recurrent in the monitor-
ing / clipping results, also represented 5.56% of
the cases analyzed. Game streams, which are
more addressed in other studies (Bertolozzi,
202I), also had little return (2.78%) using the
research parameters for collecting cases de-
scribed in the Methodology. This does not nec-
essarily indicate that there were fewer cases
on the platforms used for such transmissions
(such as Twitch and Youtube), but rather a

possible methodological limitation of the key-
words used in the data collection, favoring a
greater occurrence of attacks on academic
lives. Finally, there was also only one meeting
of public policymakers (representing 2.78% of
cases) that was not allocated either to the real-
ity of an academic event, nor to the situation of
an electoral live, but which discussed agendas
considered “Progressive” and aimed at guaran-
teeing human rights.
Finally, it was also possible to
verify, as shown in
and below, that most
of the events mentioned in the
documents were transmitted by
Google Meet platform, and that
almost all, among which such
information was available, were
completely (1oo%) open, even
without the need for prior reg-
istration. Such information is
also important to I. question
what is the responsibility of
these platforms and how they
can act to mitigate such cases -
for example, by improving secu-
rity and encryption guidelines,
or by creating chatbots capa-
ble of detecting hate messages or screen pro-
jections with offensive content; and 2. iden-
tify how the privacy settings of these events
are and look for alternatives so that public and
open to society activities do not become pri-
vate just for fear that attacks like this will con-
tinue to occur. Restricting access cannot be the
only “solution”, although it is often the most
widely used emergency resource. Concluding
that fully open events are the most recurrent
among those affected is also identifying a cor-
relation - not a causality - and, being able to
devise strategies to avoid future attacks.
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Source: prepared by the author based on her own monitoring, 2021.

[Graph 11] Number of cases per privacy setting

Source: prepared by the author based on her own monitoring, 2021.




8. Against whom? Artists,
congressmen, players,
candidates, students,

teachers ...?

In addition to targeting the public itself - and,
here, it is impossible to categorize each individ-
ual, especially considering that many of these
events are open to all communities - some spe-
cific targets were identified during transmis-
sions and attacks, considering what had been
described in the open letters, articles and jour-
nalistic news, and the different modalities of
virtual events.

below indicates that most of the
targets were concentrated on academics (stu-
dents, teachers, researchers, speakers, etc.)
- the “academic events” modality was more
recurrent -, followed by artists, candidates,
players and advisers or policy makers.

9. When?

As shown in below, the periods with
the highest case rates found were June, July
and August 2020. It is not possible to be sure
about the motivations for these attacks to have
been carried out with greater intensity during
these months, but it can be speculated that, in
addition to social isolation, these are usually
months of school and academic recess - which,
while providing a greater number of online
debates and conferences in the sciences, may
also favor greater availability of free time, by
the attackers, to seek such content. And, con-
sidering that municipal elections took place in
November, it makes sense to suppose that there
might be some correlation between the period
of electoral campaigns and the high number
of cases between September, November and
October, although it is not possible to confirm
this hypothesis at the moment.



10. About the
sources: how
many cases were
collected in open
letters, journalistic
articles or articles
in institutional news
portals?

Inserting information about how
many of the sources analyzed were
open letters, journalistic articles
or articles / videos in institutional
news portals was considered important not only
to highlight the methodological aspects de-
scribed in section 2, but also to understand the
position of civil society in relation to the theme.

As discussed in the Methodology section,
documents such as disapproval notes from the
affected institutions themselves were prior-
itized. When these did not exist or were not
available, journalistic news was sought and, in
their absence, articles or videos on portals of
the entities promoting the events.

Although it is not possible to draw large
conclusions because, for this article, only one
document was collected (regardless of its type,
whether journalistic news, disapproval note
or article on portal), it is clear that, even pri-
oritizing the registration of disapproval notes
institutional, the highest percentage of docu-
ments was news in the media (66.67%). Notes
published by the institutions themselves cor-
responded to 27.78% of the sources and, finally,
articles or videos on institutional portals, with
no open letters expressed on the topic, made
up 5.56% of the documents

11. Consideracdes finais

According to what was presented in section 5,
the attack methods most used in the cases ana-
lyzed by the monitoring, in decreasing order,
were the offensive images and / or terms, in-
cluding symbols and terms associated with
Nazism; nudity, pornography and sexual con-
tent; rape and death threats; noises and music;
and provoking instabilities in the transmis-
sion of events. In at least 14% of the cases, the
sources (notes, news, etc.) mention that the ag-
gressors also shouted or wrote “Bolsonaro” and
messages of support to the current Brazilian
president. And, in at least 75% (27) of the cases,
the sources also indicate that the attacks were
in a group, with several users acting together -
in only 8.33% (3) of them, the attack was indi-
vidual, carried out by one or two isolated users,
and in 16.67% (6) of them such information
it does not exist, and it is not possible to say
whether the attack was carried out in groups
or in isolation.



Additionally, as presented in section 6 and
its corresponding subsections, in addition to
concluding that the greatest number of oc-
currences involved racist attacks and / or ra-
cial injury, it was also possible to infer that
there was a great intersectionality (Crenshaw,
1989) between themes and attacks on vulner-
able groups of different categories - such as
black women - at the same time. This only re-
inforces the importance of discussing a more
secure, democratic and plural digital environ-
ment for all social minorities that have been a
recurrent target of aggressions, invasions and
attempts to destabilize the network debate.

From the data observed in section 7, it was
also possible to verify that, among the col-
lected events, seminars, meetings, congresses
and other types of academic virtual presenta-
tions were the most frequently affected, cor-
responding to 77.78% of the total. In addition,
there was also a higher prevalence of cases that
occurred on the Google Meet (20%) platform,
and in smaller quantities on Zoom (14.29%),
Instagram and Youtube (8.57%). Still in this
section, it was possible to notice that, among
the cases in which there was mention if the
meetings were fully open, upon registration or
closed, at least 50% were fully open and with-
out the need for registration, and there was no
such information in 18 cases (50%).

It is also worth noting that, as presented in
section 9, the months of July (representing
22.22% of the cases), June and August (16.67%
each), all of 2020, were the periods in which
most of the attacks occurred.

The data shown in section 10, in turn, indi-
cates that, even though the methodology pri-
oritized the collection of institutional open
letters, the news in the media were the main
responsible for addressing the theme, causing
66.67% of the cases to have been analyzed using
this type of source. Although it is not possi-
ble to conclude much with this information
alone, it is possible to observe a certain trend

in the media acting to denounce such aggres-
sions even when the affected institutions do
not issue notes of repudiation or do not make
them public.

Finally, it is necessary to reiterate how im-
portant it was also to recover concepts previ-
ously worked on by other authors in a litera-
ture review that provided the introduction of
ideas such as “Zoombombing”, “intersection-
ality” and the debate on the increase in hate
crimes, attacks and invasions during the covid-
19 pandemic. With the monitoring and analy-
sis resulting from it, it was possible to reach
the conclusions presented in the paragraphs
above (even though it is necessary to note that
it refers to a small sample field of cases, so
there are limitations of the conclusions and
inferences made), but only with its associa-
tion with the bibliographic review method-
ology was possible to conclude that there are
different types of attacks, methods, locations,
platforms, targets and victims not only due to
the inequalities and dilemmas present on the
Internet, but also due to structural issues that
have been out of it for a long time, and that
when events and dynamics were transported,
which until then were present in the digital
domain, in a period of instability and isolation,
are reinforced and brought to the surface in an
intense and recurring way.
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